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IPS Filters Lab: 

 
 

IPS Filters: 
Let’s create IPS Filters to add All Severity level to block. Go to Policy & Objects > Object 

Configurations >Security Profiles> Intrusion Prevention. Edit an existing sensor or create a new 

one.  In the IPS Signatures and Filters section, click Create New. Select the Type to Filter, Action 

Block, Packet logging Enable, set the status to enable while in Filter choose all Severity Level 

and click OK. 
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Finally, IPS Filters has been created to Block all Severity levels. 
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Continue on the FortiManager GUI, click Policy Packages, Click HQ-FW>Firewall Policy. Select 

the first policy at the top of the list, and then click Edit.    

 
 

Click the Security Profiles check box. Configure IPS Profile and SSL/SSH Inspection and click OK. 
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Install the Policy: 
Continue on the FortiManager GUI, click Install>Install Wizard. 

 
 

Select Install Policy Package & Device Settings. Conform that the HQ-FW policy package is 

selected. And then click Next. 

 
 

Confirm that the HQ-FW device is selected, and then click Next. 
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Click Install Preview to see changes that will be applied to FortiGate. Click Close on the Install 

Preview page. Click Install. 

 
 

Once done click Finish. 
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Verification & Testing: 
To validate the IPS results by going to internal Attacker System and run namp and nikto 

commands to generate attack on outside system. Nmap –A 192.168.1.254 and Nikto –host 

192.168.1.254 

 
 

Go to Log & Report > Intrusion Prevention to view the log. 

 
 

Go to Log & Report > Forward Traffic to view the log. 
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